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Background

Laibson, 2011;  FTC, 2025



Brain Structure Can Change With Age



Raz et al., 2005



Salthouse et al., 2015a



Cognitive Ability Can Change With Age

Park and Bischoff, 2013



Cognitive Changes Are Not Inevitable With Age

Prevalence of Mild Cognitive 
Impairment by Age:
• 6.7% -- Age 60 to 64
• 8.4% -- Age 65 to 69
• 10.1% -- Age 70 to 74
• 14.8% -- Age 75 to 79
• 25.2% -- Age 80 to 84

Alzheimer’s Association, 2026; Petersen et al., 2018

Prevalence of Alzheimer’s Disease 
by Age:
• 5.2% -- Age 65 to 74
• 13.8% -- Age 75 to 84
• 35.8% -- Age 85-plus





Nicholas et al., 2021



Lachs and Han, 2015



Lachs and Han, 2015
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Cognitive Work to Date



N=730; MCI=144





N=301; MCI=28



Blind Giving and Alzheimer’s Disease Neurocognitive Profile

Weissberger et al., 2022; caveat as of 2023



Not Just About Cognitive Ability

• N=648 older adults without dementia

• Mean age=81.8, s.d.=7.6; mean number of years of education=15.2, s.d=3.1; 76.8% female





What is Happening?

If an older adult shows poorer financial decision making or becomes a 
victim of a scam, the burden is not only experienced by the older adult, but 
is often displaced upon family members, caregivers, or society.  

Reduced scam awareness and poor financial decision making may be early 
signs of Alzheimer’s Disease (Boyle et al., 2019; Stewart et al., 2019; Nicholas 
et al., 2021), but can occur without cognitive impairment. 

Ø How can we understand this?





Importance of Age-Associated Neuropathology

Wilson et al., 2020



Wilson et al., 2020





Peters and Buchel, 2011
+ Age-Associated Alzheimer’s Neuropathology

Buckner et al., 2003; Buckner et al., 2005; Lustig et al., 2003
Peters and Buchel, 2011

Significant 
overlap between 
decision making 
brain regions and 
brain regions 
known to be 
susceptible to 
age-associated 
Alzheimer’s 
neuropathology 
accumulation

Brain regions 
implicated in 

intertemporal 
choice decision 

making:
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Neuroimaging Work to Date



Time Discounting



Time Discounting



Time Discounting

HIGH->LOW Temporal Discounting FC of R Parahippocampal Seed ROI

N=123



Time Discounting



Time Discounting

FA Trace

N=304



Susceptibility to Scams

Han et al., 2016



Han et al., 2016



Susceptibility to Scams – Grey Matter Density

Han et al., 2016



Susceptibility to Scams – White Matter Integrity

FA (age, education, sex)

FA (age, education, sex, global cognition)

Melissa Lamar et al., 2018



Brain Connectivity and Reported Financial Exploitation in Older Adults

Weissberger et al., 2020



Fenton et al., 2024



Brain Macrostructure Correlates of Blind Giving in Older Adults without 
Dementia

Fenton et al., 2026



Some Thoughts…
• Very few behavioral economic or neuroimaging decision making studies have a 

diverse representation of participants.
– Racial differences in cognitive and affective factors have been suggested.
– Racial differences in decision making are suggested by a limited number of 

studies in financial planning and healthcare treatment options.

Ø However, whether (or the extent to which) decision making abilities, specifically, 
may vary by race is largely unknown.

Ø Contextual factors (e.g., literacy, socioeconomic status) may explain a significant 
portion of any racial differences observed due to historically documented 
institutionalized racism and unequal access to supportive resources.

Ferguson et al., 1998; Doescher et al., 2000; 
Gutter & Fontes, 2006; Li et al., 2009; Isamah et 

al., 2010, LaVeist, 2005



Racial Differences in Decision Making among 
Older Adults

(R01AG055430; PI: Han along with Co-I: Barnes)











Physical Frailty and Reported Financial Exploitation in Older Adults

Axelrod et al. (2020)



Qualitative Interviews of Financial Exploitation in Older Adults

*Selected as Editor’s Choice



Interpersonal Relationships Predict Financial Exploitation Vulnerability 
in Older Adults

Lim et al., 2023



Social Connectedness and Financial Vulnerability in Older Age

Noriega-Makarskyy et al., 2025





Hanoch et al., 2026



Main Points
• Age-related cognitive decline could make an older adult more susceptible to 

scams and impact decision making.

• Although poor cognition is associated with poor decision making, poor 
decision making may not be solely due to poor cognition. 

• A complex network of brain regions susceptible to age-related AD 
neuropathology may be involved in suboptimal decision making in older age.

• Health, social dynamics, and other factors play a role in decisions. 

• More research needs to be done with diverse samples and to better 
understand the contextual factors surrounding decisions. 



Practical Take-Aways for 
Policy, Prevention, and Practice

• Treat changes in an older customer’s financial behavior as a potential 
vulnerability signal and respond with supportive, autonomy-
preserving safeguards.
– Going beyond age and cognition considerations
– Introducing pauses or slowdowns for large, urgent, or unusual transactions
– Training employees to recognize signs of cognitive decline, coercion, or poor 

decisions
– Designating a trusted-other and agreeing to alerting systems when first 

becoming a customer
– Developing escalation processes that may involve healthcare professionals
– Preserve autonomy of the customer: assessment and support
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Tips from the ‘Tinder Swindler’ survivor: How 
to talk to customers being scammed

• Understand resistance to scam warnings
• Preserve trust during intervention
• Explore engagement beyond the first



Table Discussion

SCENARIO: A client does not accept the banker’s concerns and proceeds. The client may not 
return to the same location or speak with the same employee.
GOAL: Explore how FIs might build on existing approaches when one conversation may not be enough.

DISCUSS:
1. Continue the engagement: What should happen after the first conversation?
2. Create the next opportunity: How could another appropriate conversation occur if the client does 

not return?
3. Handoff: What does the next person need to continue the engagement?
4. Coordination: Who or what function could coordinate the next steps across employees, locations or 

areas of the bank?
5. Different bank sizes: What could work at any bank? What may need to change based on size and 

resources?

14 minutes total: 10-minute discussion | Selected tables should be prepared for a 2-minute report-out



Table Response

INSTRUCTIONS: During the 10-minute discussion, select one note-taker to capture the 
table’s key ideas. Be prepared for a 2-minute report-out.

• After the first conversation, our institution could support continued engagement by:

• Who or what function could coordinate the next steps?

• How could this adapt for different bank sizes?
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Trauma-Informed Strategies to Help 
Customers Recover After A Scam



Who We Are

Our Mission: Empower individuals to 
recognize, report and recover from cybercrime.

Recognize. Report. Recover.



Cybercrime Support Groups

This FREE program provides:
● Romance and crypto investment fraud 

assistance

● 1-hour weekly sessions for 10 weeks

● Trauma-informed facilitation by a licensed 
counselor

● Education on cybercrime and online safety

● Closed, monitored group communications

● Help desk support for life

Funding by:

Craig Newmark
Philanthropies



Our Participants

Life-Changing Financial Impact
Financial impact of severe online crime is life-
changing.

Compounding Harm
Financial harm compounds through tax 
penalties, debt, home equity loss, and more.

Complex & Costly Recovery
Recovery from severe online crime is complex, 
time-consuming, and costly.

$130,000
median amount stolen 

among program participants

$83,730
U.S. median 

household income



Our Participants: Cryptocurrency 
Investment Fraud

Rising Exposure
Impacted participants more than 
doubled, increasing from 11% in 2024 to 
23.9% in 2025.

2024 2025

11%

23.9%

Percentage of Participants Impacted 
by Crypto Investment Fraud

$230,000  Median Loss

Fast-Moving, High Amounts
Quick escalation with individuals 
investing large sums over a short period 
of time



Factors Present Prior to Fraud

01
Loneliness
Emotional vulnerability and isolation prior 
to exposure.

02
Boredom / Social Isolation
Lack of regular social interactions and 
meaningful engagement.

03
Lack of Awareness of Scam 
Sophistication
Unaware of complex social engineering 
techniques.



The Fraud is Only the Beginning

Repeat Targeting
Repeat targeting by criminals is common

Impaired Decision-Making
Emotional distress impairs cognitive processing

Shame & Reduced Reporting
Stigma/fear prevent victims from seeking help

Cascading Losses
Ongoing financial repercussions and instability

43.9%
of participants indicated they had 

interactions with two or more 
cybercriminals prior to recovery



The Brain After Online Crime

Hyperfocus 
on “fixing it”

Shame

Sleep 
disruption

Isolation

Anxiety

Shock

Panic-driven 
decisions



Recovery is 
personal There’s no 

“right way”
This is trauma; 
ups and downs 
will happen

Recovery Isn’t Linear



Shame: The Barrier to Fraud Disruption

01

Shame reduces 
reporting
Victims remain silent and 
isolated due to stigma 
and fear of judgment.

02

Limits actionable 
intelligence
Critical details stay 
hidden; victims continue 
to blame themselves.

03

Weakens crime 
disruption
Law enforcement can’t 
dismantle networks; 
victims delay help-seeking.

When victims stay silent, criminals win.



Language Matters

You lost how 
much money?!?!

You really 
thought that 

was true?

How did 
you fall 
for that?

I don’t 
understand how 

people get 
tricked like this. 

How much 
money did you 

give them?



Helping Individuals Take the First Step

01 Acknowledge the emotional 
reality

02 Provide a path forward

03 Connect them to specialized 
support

04 Keep the door open



What Survivors Need to Rebuild

Avoid Isolation Build a Trusted 
Network Seek Support



Recovery: Inside Our Support Program

01 Self-Compassion
Participants learn to replace self-blame with self-kindness.

02
Understanding the Manipulation
Breaking down the social engineering tactics scammers use, including how those 
tactics affect brain chemistry, so participants can recognize them going forward.

03
Locking Down Digital Life
Practical cyber safety steps: tightening social media privacy, freezing credit, 
enabling MFA, and strengthening passwords so criminals can't access accounts.

04 Building Resilience
Recovery is possible!



Trauma-Informed Recovery Strengthens Protection

91% of participants 
avoided scams 

following recovery.

Participants reported 
feeling more capable 
of recognizing scams 

after recovery.

Participants reported 
feeling less shame 

after recovery.

Reduces 
Revictimization

Increases Fraud 
Awareness Reduces Shame

Source: 6 month post-program survey



Key Takeaways

01 Community is a 
part of healing

Facing recovery alone is 
daunting. Connection 

with others who 
understand reduces 

shame and rebuilds the 
trust that fraud 

destroyed.

02 A path forward 
matters

When someone feels 
lost, hopeless, or stuck,  
the smallest next step 

(a referral, a warm 
hand-off, or a phone 
number) can be the 

thing that keeps them 
moving instead of giving 

up.

03 Recovery is 
prevention

How you treat someone 
after a fraud doesn't just 

affect that moment. 

It affects whether they're 
affected by a follow-on 

fraud.



Thank You
Ally Armeson

aarmeson@fightcybercrime.org

Kim Casci-Palangio
kimc@fightcybercrime.org 

Find us on:

mailto:aarmeson@fightcybercrime.org
mailto:kimc@fightcybercrime.org


Prosecuting Elder Fraud:
What Makes or Breaks a Case
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Smarter Messaging To Help 
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